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PABOYASA NPOrPAMMA YYEBHOW OUCUUNNUHDBI
B1.0.26 3awuTta uHcopmauum

1. Koa n HanmeHoBaHMe HanpaBneHusi NoAroToBKM/cneLnanbLHOCTU:
09.03.01 lHebopmamukKa u eblquciUmeribHasi mexHuka

2. Mpodcdunnb nogroroBku/cneymnannsayus:

lMpoepammHo-annapamHelie cpedcmea UHhOPMaYUOHHbIX cucmem

3. KBanudumkaumsa (creneHb) BbiNnyCKHUKA: 6akasasp

4. dopma obGy4yeHuUA: oyHas

5. Kacbenpa, oTBeyvalowlas 3a peanusaumio AUCUUNIUHBLI: 3/1€KMPOHUKU

6. CoctaButenu nporpammsbli: Kpetos NaBen AnekcaHgpoBud

7. PexomeHpgoBaHa: HMC duaundeckoro cakynsteta 23.06.2021, Ne npotokona: 6

8. YuebOHbIn roa: 2027/2028 CemecTp(bl): 7



9. Llenn 1 3apayum y4ye6HON ANCLUUNNUHDI

MpunobpeTeHne TeOPETUYECKMX M NPaKTUYECKUX 3HAHWIA O COBPEMEHHOM KpunTorpadum,
HeobxoauMbIX ANns pas3paboTky NPOrpamMmmHbIX CUCTEM 3aLLUTbI MHpOpMaLUK.

10. MecTo y4yebHOM gucumnnuHbl B cTpykType OOI

[na ocBoeHMsa TeopeTU4ecKoro matepuarna Kypca HeobxoauMbl 3HaHMS OCHOB MHOPMAaTUKK U
ANCKPETHOM Teopun BeposTHocTen. JlabopaTopHble paboTbl JONONHUTENBHO TPEOYIOT HaBbLIKOB
nporpaMmmupoBaHus Ha sa3blkax C, C++ unu Python, yBepeHHon paboTbl ¢ KOMaHAHOM CTPOKOW
Linux nnu nHon onepauynoHHON CUCTEMBI.

11. NnaHupyemble pe3ynbTaTbl 00y4YeHUs NO AUCLMNNIUHE/MOAY IO (3HaHUSA, YMEHUS,
HaBbIK1), COOTHECEHHbIe C NNaHupyeMbIMU pe3yribTaTaMn OCBOeHUA obpasoBaTenibHOMN
nporpaMmmbl (KOMMNETEHLUAMU BbINYCKHUKOB):

Kog HaseaHune koMmneTeHumm Kog(bl) WHankaTop(bl) MnaHupyemble pesynsraThl
06y4eHust
OlK-3 | CnocobeH peliatb OlMK-3.1 | PeannayeT Ha npakTuke Ob6ecneunBaeT 3awmnTy
CTaHAapTHblE 3a4a4m NPVHLUMMBI, METOABI U Nonb30BaTENbCKMX AaHHbIX AN
npoceccuoHansHom cpencTea peLueHus 3agady npodeccnoHanbHom
AeATenbLHOCTU Ha OCHOBE CTaHZapTHbIX 3adad OeaTenbHOCTU
NHEOPMALIIOHHOM 1 npodeccuoHarnsHon
oubnuorpacumyeckomn JeaTensHOCTH
KynbTypbl ¢ npuMmeHeHnem | OlK-3.2 | Onupaetcs Ha 3HaHue Bnageet 0CHOBHbIMU MpUHLUMNAMK
WMHDOPMALIMOHHO- OCHOBHbIX 3alWmWTbl MHOPMaLUn ANs peLleHns
KOMMYHUKaLMOHHbIX MHGOPMALIMOHHBIX U 3agad npodeccroHarnbHown
TEXHOMMOINIA U C Y4ETOM Bubnmorpadunyecknx OedaTensHoCTH
OCHOBHbIX TpeboBaHui NCTOYHMKOB Npu
MHdOPMaLIMOHHON pewleHnn 3agad
BesonacHocTK npodgeccuoHansHon
OEeATeENbHOCTH
OlK-3.3 | Ucnonbayet Mcnonb3yeT coBpeMeHHbIE
COBpPEMEHHbIE crneumarnbHble NporpaMmmHble
WHCTPYMEHTBI NPOAYKThbI ANs 3aLUThI
aKkTyanusauum nHdopmaumm B pamkax 3agad
nHdopmaumm o cnocobax | NpodeccuoHanbHON AeATENbHOCTU
pelleHuns 3agay
npodeccroHasribHoOn
OesaTenbHOCTM Ha OCHOBE
MHOPMaLIMOHHON 1
oubnuorpaduryeckom
KyneTypbl
OlK-4 | CnocobeH yyactBoBatb B | OlNK-4.1 | PelwaeT 3agaym B Onunpaetcs Ha OCHOBHbIE
pa3paboTke CTaHOapTOB, obnactu HOPMaTMBHbIE aKTbl Y 3aKOHbI B
HOPM 1 Mpaswun, a TaKkke npodeccroHasibHoOn obnacTtu 3awmTbl MHopMaLmm
TEXHUYECKOM OEeATenbHOCTN, OnMpasichb
OOKYMeHTauuu, Ha 3HaHWA O
CBSAA3aHHOM C CYLLIeCTBYHOLLUX
npodeccuoHarnbHoON cTaHgapTax, HopMax u
AeATENbHOCTbLIO npasunax
OrlK-4.2 | Bnageet npyHumnamm PaspabaTtbiBaeT JOKyMEHTauuo no
NPOEKTMPOBaHNSA NCMONb30BaHUIO 3aLLUNLLEHHbIX
TEXHNYECKON OaHHbIX
OOKYMeHTauumm,
CTaHOapTOB, HOPM U
npaswn B obnactu
npodeccrnoHarnbHON
OEeATenbHOCTH
OrlK-4.3 | AHanuaupyet [MpoekTnpyeT NpoTOKOSNbI 4NA
HeobXoaMMOCTb nepegayv nHgopmaumm B




CO3[aHus HOBbIX
CTaHOapTOB, HOPM U
npasun B obnactm
npodeccrnoHarnbHoOn
AeATenbHOCTU

3awmndpoBaHHOM BUae

OriK-4.4

OnucebiBaeT ocobeHHOCTU
TEXHUYECKMX peLLeHnn B
obnactu
npodeccnoHarnbLHON
[esaATenbHOCTU B
OOKyMeHTauum

[okymeHTupyeT npoiecc
pa3paboTkn NporpammMHOro
obecneyeHns ¢ TOYKM 3peHus
3alUunTbl AaHHbIX

BbiiBNSAET 1 onucbiBaeT BO3MOXKHbIE
npobrnembl ¢ 6€30MacHOCTbIO
NporpaMmHbIX NPOAYKTOB

12. O6bemM avcuunnuHbI B 3a4eTHbIX eauHuuax/yac: 5/ 180.

dopma NpoMeXyTOYHOM aTTecTaumun: 9K3aMeH.

13. Buabl yye6Houn paboThbl

TpyaoemMKocTb
Bug yyebHon paboTtbl Mo cemecTpam
Bcero 7
AyaMTOPHbIE 3aHATUA 72 72
B TOM Yucne: nexkumu 36 36
npaxkTuyeckune 0 0
nabopaTopHble 36 36
CamocTosiTensHasa paboTa 72 72
dopma NPOMEXYTOUHOW aTTecTaunm 36 36
(3a4eT — 0 yac. / ak3ameH — 36 4ac.)
Wtoro: 180 180

13.1. CopepxaHue ANCLUNIUHbI

HanmeHoBaHue
pasgena AuCuUmnivHbI

n/n

ConepxaHve pasgena OUCUUNINNHBI

1. Nlekunn

1.1 KpunTorpadus B
NCTOPUU U KyNbType

Llenun n 3agauun kpuntorpadcun. Knaccmdmkaumm wmndpocucrem:
CUMMETPUYHBIE U aCUMMETPUYHBIE, C 3aKPbITbIM U OTKPbITHIM KIHOYOM.
KpaTkas uctopus lwingpos 1 kpuntorpacdmm. HacToTHbIA aHanu3 kak cnocod
B3rioMa Kraccumyeckux wmdpos. Lndpsl B nuTepatype n COBpeMeHHON
KynbType.

1.2 MoTokoBble WndpsbI

OpHopa3soBbIvi BNOKHOT M TEOPETUKO-UHEOPMALIMOHHAsS KPUNTOCTONKOCTb,
wndp BepHama. NeHepaTopbl ncesgocnyyvanHomn dymucen (MMCY).
Cratnctnyeckme tectbl Ha [TICH u kpuntocTtonkocTs [MICY. Mpumepsl IMTICY,
HeNpPUrogHbIX A4Ns KpUNnTocucTeM (NIMHENHBIA KOHIPY3HTHbINA reHepaTop,
perucTp cagura ¢ NMHenHon obpartHow cBaA3bio). Mpumepsl MMCY un
KpunTocuctem ¢ n3secTHbiMu yassumMmoctsamu (RC4, CSS) Ataka «BcTpeuun
nocepeanHa» Ha npumepe CSS. CemaHTMYecKas KPUNTOCTOMKOCTb.

1.3 BrioyHble WwWndpbl

MoHaTua ncesgocny4vanHon yHkuum (MCP) n ncespocnyyanHom
nepectaHoBku ([CI1) kak ocHOBbI 6roYHbIX WKngpoB. Kpuntoctonkocts MNCP 1
MCI1. MocTpoeHue NOTOKOBOrO WKdpa Ha ocHoBe BrioyvHoro. KpaTkasi uctopust
ctangaptusauumn wndgpos DES n AES. Cetb ®einctens n eé cBoncTea.
Teopema 0 CTOMKOCTU TpEx3BeHHoM ceTu Perictens. MNMocTpoeHne 6noYHOro
Wwmrdpa Ha ocHOBE NOTOKOBOro. BHyTpeHHee ycTporicTeo wndpos DES n AES.
M3BecTHble aTakn Ha DES n AES. YcoBepLueHcTBOBaHHbIe Bepcun DES:
wudgpsbl 3DES 1 DESX. MNMoHsTUA 0 nuHeHoM 1 anddepeHumnanbHOM
KpuntoaHanuae 6royvHbIX WKgpoB, a Takke atakax No CTOPOHHUM KaHanam. O
PO KOMMIMAATOPHbBIX ONTUMMUM3ALUNA B YSI3BUMOCTM K aTakaM Mo BPEMEHM.

14 Pexumbl paboTbl

OnoYHbIX Wndpos

CToMKoCTb B6MOYHBIX WMGPOB ANS ANUHHBIX COOBLLEHMN. Pexnmbl paboTbl
«aneKkTpoHHOoM koaoson kHurn» (ECB), ¢ peTepMUHUPOBaHHBIM CHETYMKOM
CTR 1 obpatHo cBsa3bto no wudgpotekcty (CBC). PaHgomMuanpoBaHHble




Wwndpsbl, MHMUManm3upytowme sBektopa (1V) n ogHokpaTHO ucnonb3yemMbie
yncna (nonce) Kak cnocobbl NpegoTBpaLLlEHNst aTak Ha OCHOBE NogobpaHHOro
oTKpbITOro Tecta. MNMagavHr nocnegHero 6rnoka coobwenwns. Mpegens
BesonacHoro ncnone3oBaHus Wngpos B pexunmax CTR n CBC.

15

AyTeHTudpukaums
coobLeHuni

KoHTponbHble cyMMbl, koAbl ayTeHTudunkaumm (MAC) n xew-gyHKLMN 1 nX
oTnnuusa gpyr ot apyra. Kpmuntorpadgudeckas ctomkocts MAC. MNocTpoeHne
MAC Ha ocHoBe NC®. PacnpoctpaHéHHble koHCTpyKuun MAC Ha ocHoBe
MNCo: ECBC MAC, NMAC, PMAC. lMagauHr nocnegHero 6noka Kak cCpeacTBo
NpOTMBOAENCTBMSA atakam yanuHeHus coobeHns. OnpeneneHue xeuu-
DyHKUUA. Konnumanm xeL-yHKLMA 1 UX CTOMKOCTL K Konnuausam. Napagoke
OHEN POXAEHUS U NMOUCK XeLLU-KOnnuanm nonHeiM nepebopom. CTpykTypa
Mepkna-Llamropa kak cnocob nocTpoeHms xel-PyHKLNA ONTMHHBIX
coobueHnn. TeopeMa 0 KONNU3UAX MEPKI-4aMropoBbIX XeL-yHKLUA.
CtpykTtypbl aBuca-Meriepa n Musirytu-lpeHens kak ogHU U3 BapuaHToOB
NMOCTPOEHMS OOQHOCTOPOHHEW (DYHKLIMK CXaTUS ON19 MCNOMNb30BaHWs B
cTpyktype Mepkna-Adamropa. HMAC kak cnoco6 noctpoeHne MAC Ha ocHoBe
xeL-cpyHkumn. Kpatkmin 0630p xeLu-pyHKLMI, UCNONb3yeMbIX B COBPEMEHHbIX
wugpocuctemax. O cronkoctn HMAC-SH1 n HMAC-MD5. O gonyctnmocTu
NCMNONb30BaHUA YCEYE€HHbIX XeL-yHKUMN cemencTBa SHA kak npeduKcHoro
MAC.

1.6

AyTeHTUdMUMPpPYLOLLee
wndpoBaHue

MoHATMe uenocTHOCTM WNdPOTEKCTa U aTakm Ha OCHOBE NOJ06pPaHHOro
wudpotekcta (CCA). Wndppsl ¢ ayTeHTUdMKaumen (AE-wundpol) kak
cpencteo npotuBoaenicTeus CCA. MNpumepbl cuTyauun, B KOTOPbIX
Heobxoammo ncnonb3oBaHne CCA-cTonkmx WwndpoB. Cnocobbl NOCTpoeHne
AE-wndpa npn nomoLm cummetpuyHoro wudgpa n MAC. AccoumnnpoBaHHbie
AanHble AE-undpotekcta (AEAD). Ncnonb3oBaHne AE-wwindgpos B TLS 1.2,

1.7

Tunosble 3agaun
3aWuThl MHopMaL K

LLUndbpoBaHne otaenbHbIX hanos u katanoros. MNonHoanckosoe
wndpoBaHue. KoHTporb NpaB nonb3oBaTternen B MHOrOMob30BaTENbCKUX
ornepauuoHHbIX cucteMax. VigpeHtudpmkauus, asTopmsaunst n ayteHTudukaums
nonb3oBaTenen B KOMMNbIOTEPHbLIX CETAX U OHNaMH-cepBucax. 3alinta ceTeBbIX
npoTtokonoB npu nomotum TLS. O630p TexHonorun ansa cosgaHunst VPN-ceten.
WHdpacTpykTypa oTkpbIThiX kKntoden (PKI). dusnyeckne cpeacrea 3awuThbl
nHdopmaummn. KOpmagundeckue cpegcrtsea 3awmTbl MHOpMaumn: 6asosble
cBefeHus n3 obnacTtn aBTOPCKOro 1 NaTeHTHOro NpaBsa, PEXUM KOMMeEPYECKOM
TanHbl. 3aKOHbI 0 KpunTorpaduu B pasHbix cTpaHax. OTe4ecTBeHHbIe
Kpuntorpadgu4eckmne anropuTmel.

2. [NpakTnyeckune 3aHATUA

3. labopaTtopHble paboThl
3.1 KpunTorpadcus B MNporpammHas peanusaums wndgpos Llesapsa n BuxeHepa. Banom wudpos
UCTOPUN N KynbType NPOCTOM 3aMeHbl NPy NOMOLLY YaCTOTHOrO aHanusa.
3.2 lMoTokoBble WndpbI VccnegoBaHue cTaTUCTUYECKUX CBONCTB JIMHENHOTO KOHIPY3HTHOIO
reHepartopa. Micnonb3oBaHue 6atapeun ctatuctndeckux tectoB dieharder ans
TectupoBaHusa MCH. LndpoBaHne dannos Npy NOMOLLN KOHCOSTbHON
KomaHgpbl openssl. Vicnonb3oBaHue 6ubnuotekn Crypto++.
3.3 BnoyHble Wndpsbl YckopeHue BbluncrieHus AES npu noMoLLm MHCTPYKUMIW aesenc/aesenclast.
3.4 PexxMbl paboThbl Peannsauumsa 6no4yHoro wngposaHus B pexnmax AES-128-CBC n AES-128-
BnoYHbIX WKdpoB CTR.
3.5 AyTeHTnduKaumns Vcnonb3oBaHue NHCTPYMEHTOB KOMaHAHOW CTPOKM Linux Ans BblYUCTIEHUSA
coobLeHnn xew-cpyHkumn dannos. Vicnonb3osaHne moayns hashlib ctangapTHom
B6ubnmotekn Python ons seluncneHus xeww-yHkumi. NMonck Konnmanm xeLwu-
dyHkuun MD5 meTogom nonHoro nepebopa.
3.6 AyTeHTuduumpytowee | AyTeHTuduumpyoLlee WndpoBaHme coobLleHrs npu NoMoLLm
wndpoBaHme Chacha20+Poly1305.
3.8 TvnoBble 3agayn HacTpoiika nonHoamnckoBoro wudposaHusa npu nomowym Veracrypt u

3aWmnTbl HopMaLum

cryptsetup/LUKS. YnpaBneHus npaBamu nonb3oBaTtener Npu NnoMoLLm
KOHCOMbHbIX KOMaHp, Linux v rpynnoseix nonutnk Windows. Hactponka VPN-
cetn npu nomowm OpenVPN n Wireguard.

13.2. Tembl (pa3gensl) AUCLUNNUHBI U BUAbI 3aHATUI

Buabl 3aHaTui (YacoB)
Ne HanmeHoBaHue TemMbl CamMoCToATens-
n/n (paspena) aMcumninHbl Jlekummn | MNpaktnyeckne | JlabopaTopHble Has paBoTa Bcero
1. | Kpuntorpadus B uctopum n | 3 0 4 5 12




Kynerype

2.| lNMoTokoBble WKdpbI 6 0 6 12 24

3.| BbnoyHble Wungpsl 6 0 6 12 24

4 PexxMMbl paboTbl 61104HbIX 4 0 3 7 14
wngpos

5, | AYTeHTM(MKaLMA 6 0 4 12 22
CcOO0OLLEeHNI

6. AyTeHTuduumpyoLlee 3 0 3 7 13
LwngpoBaHme

7 TunoBble 3agaun 3aLnThbI 8 0 10 17 35
WHpopmaLunm
Wtoro: 36 0 36 72 144

14. MeToan4yeckne ykasaHus Ansi 00y4aroLWmMXCcA N0 OCBOEHUIO AUCLIMMIIUHDbI

[lna ycnewHoro 0CBOEHUst ANCLMMNNMHBI B MEpPBY0 ovepeab Heobxoauma perynsipHas U nriaHomepHas
paboTa Ha NeKUMsX U NpakTU4eckmx 3aHATUAX. CTyaeHTaM PpeKoMeHOyeTC BECTU COOCTBEHHbI KOHCNEKT
nNeKuuin, nepecmMaTpmBaTb U AONOMNHATL Ero Npu NOAroTOBKE K o4epeHon nekumun. Crieqyet o6patutb
0co60e BHMMaHWE Ha MHOTOUYUCTIEHHbIE ONpeaeneHns KpUnTorpaduieckon CTOMKOCTU pasnMyHbIX
NPUMUTUBOB U TO, KaK OHM CBSA3aHbl Mexay coboii. Takke pekoMeHOyeTCs 3arnoMyHaTh aHIMoA3bIYHbIE
ab6peBunaTypbl U TEPMUHBI, HECMOTPS HA TO, YTO B KypCe NPUBOASITCS UX PYCCKOA3bIYHbIE SKBUBANEHTbI 1
nepesofpl. MpUBETCTBYETCA NCNOMb30BaHME AvarpaMM, MEHTamNbHbIX KapT U MHbIX CNocoboB
cucTemaTtumsaumm matepuana.

Kypc npegnonaraeT npegnonaraeT Hannyne y CTyaeHTa yBepPeHHbIX 3HaHMI NO NpeablayLwmMmMm AUCUUNIMHaMm,
Mo3TOMY B Clyyae BO3HUKHOBEHMWS 3aTpyAHEHWUIA PEKOMEHAYETCS B MEPBYI0 o4epedb YCTPaHUTb UMEILLMECs
npoGenkl B 3HaHUSIX, a 3aTeM, eCnv 3TO He MOMOrfo, 06paTUTLCH K OCHOBHBIM M JOMOSNHUTENBHBIM
ncToyHukam. CTygeHTam, 3HaLWMM aHITIMNCKNIA A3bIK, HACTOATENBHO PEKOMEHAYETCA 03HAaKOMUTLCS CO
CTEHMOPACKMM KypCcOoM npuKragHon kpuntorpadum [1sHa boHa, oocTynHOM Ha obpasoBaTtenibHOM nopTarne
«Kypcepa» (nyHKT 9 nepeyHs nutepaTypbl HAacTosiLLEN paboYel nporpammbl), KOTOPbIA NOCITYXXMUT OCHOBOM
Ansa pa3paboTku JaHHOro Kypca, Hapsaay ¢ kHuramu Cmapta u WHanepa.

CamocTosiTenbHas paboTa no Kypcy npeanornaraeT B NepByto ovyepeb paboTy ¢ TekcTamu: yuyebHuKamu,
CNpaBOYHMKaMK, AOMNOMHUTENbHOW NUTepaTypoil. Kpome nutepaTypbl M3 OCHOBHOMO CrMcKa pekoMeHayeTcs
CaMOCTOSITENbHO MCMNOMb30BaTb AOMOSHUTENbHYI0, @ TAKKE CaMOCTOSITENbHO UCKaTb PeneBaHTHbIe
maTepwuarsbl No U3y4aeMbiM TEMaM B UHTEPHETE, KHUIaxX U XypHanax.

Mpu Mcnonb3oBaHUM AUCTAHLMOHHBLIX 06pa3oBaTeNbHbIX TEXHOMOMMI U ANEKTPOHHOMO 0BYYeHNs CTyAeHTam
criedyeT BbINOMHATL BCE yKa3aHWs npenofasaTerneil, BOBPEMs NOAKMHYATLCA K OHNaiH-3aHATUSM,
OTBETCTBEHHO NMOAXOAUTL K BbINOMHEHNIO 3aaHU AN CAMOCTOSITENBHOM PaboThl.

15. NepeyeHb OCHOBHOW U AOMONIHUTENILHON NUTEpPaTYpPbl, PECYPCOB UHTEPHET,
Heo6XxoaNMbIX ANA OCBOEHUSA AUCLIMMIIVUHDI

a) oCHOBHas nutepaTypa:

Ne n/n | VicTodHKMK

1 Cwmaprt, H. Kpuntorpadmsa / H. CmapT ; nep. ¢ anrn. C. A. Kynewosa; nog peg. C. K. JlaHgo. — M. :
" | TexHocpepa, 2006. — 525 c. : un. — (Mup nporpaMmmMupoBaHus).
LUHarep, B. MNMpuknagHasa kpyntorpadus: NPOTOKONbI, anropuUTMbl, UICXOAHbIE TEKCTbI HA SA3bIKe
2. | Cu:nep. caxm./b. WHanep. — M.: Tpuymd, 2003. — 815 c. : un. — (3HaHusa u onbIT
akcnepTtoB.) — ISBN 5-89392-055-4.

6) gononHuTenbHas nutepartypa:

Ne n/n | cTOYHWMK

ArpaHosckun, A. B. lNpakTuyeckas kpuntorpadus: anroputmbl 1 X nporpammmpoBaHme /

3. | A. B. ArpaHosckun, P. A. Xagn. — M.: COJNOH-IMpecc, 2002. — 254. — (AcnekTbl 3almThl.) —
ISBN 5-98003-002-6.

MaHaceHko, C. . Anropntmbl WindgposaHus. CneuunanbHbi cnpaBodHuk. — CI16.: BXB-
Metepbypr, 2009.

CuHrx, C. Knura wudpos. TarHas nctopus wndpos n nx pacwumdpposku / C. CUHrx. — M.:
Actpenb, ACT, 2007.




6 Cnoeapb kpuntorpadudecknx TepmuHoB. / NMog pen. b. A. Moropenoea u B. H. CauykoBa. —
" | M.: MUHMO, 2006. — 94 c. — ISBN 5-94057-257-X.

[opoHuHa, A. B. OcobeHHOCTM NepeBofa kKpuntorpadmyeckmnx TEKCTOB C aHITNIMNCKOTO si3blka Ha
7 HeMELIKMI N PYCCKUA A3blkK Ha NpuMepe pacckasa Aptypa KoHaH [Jonna «lMnawyuwine

" | yenose4dkn» / A. B. lopoHuHa, E. B. BensHuna, H. A. KaHgakosa, J1. 0. KypuakoBa. // FOHbIn
yyeHbln. — 2020. — Ne 1 (31). — C. 14-19. — URL: https://moluch.ru/young/archive/31/1810.

Instructions 'Testing RNGs with Diehard'. — URL:
https://webspace.science.uu.nl/~sleij101/Opgaven/LabClass/site/asm_diehard.php

B) MH(POPMaLIMOHHbIE 3NEKTPOHHO-06pa3oBaTesibHble pecypchbl (oduLmManbHbie pecypcol
WUHTEpHET):

Ne n/n | Pecypc

9 Cryptography I: Coursera. — URL: https://www.coursera.org/learn/crypto

10. | Cryptography II: Coursera. — URL: https://www.coursera.org/learn/crypto2

A Graduate Course in Applied Cryptography. / D. Boneh, V. Shoup. —

11. URL.: https://toc.cryptobook.us

12 BeeneHve B coBpemeHHyto kpuntorpaduio. OTkpbiToe obpaszoBaHue. —
" | URL.: https://openedu.ru/course/mephi/mephi_011 crypto

13 Cryptography: Boolean functions and related problems. —

URL.: https://www.coursera.org/learn/cryptography-boolean-functions

16. NMepe4yeHb y4eOHO-MeTOaQNYECKOrO ob6ecneyvyeHns ANs CaMOCTOATEeNbHOM paboTbl

(y4ebHO-MeTOaAMYECKMe pekoMeHaauumn, nocobus, 3agadHki, MeToamnyYeckue ykasaHus rno
BbINOJSTHEHUIO NPAKTUYECKUX (KOHTPOMbHLIX) paboT u ap.)

Ne n/n | VlcTo4HUK

BabeHko, J1. K. CoBpeMeHHble anropuTMbl 6I1I04HOMO LUMGPPOBAHNSA 1 METOAbBI X aHanM3a :
1 y4yebHoe nocobue Ans cTyaeHToB By30B, 00y4vatoLmxcs no cneumanbHocTam 090103

" | «OpraHusauus n TexHonorus 3awmTsl nHdopmaummy», 090104 «KomnnekcHas 3awmta 0ObeKToB
nHdopmatusaummy / J1. K. babenko, E. A. Muykosa. — M.: 'ennoc APB, 2006.

MenbHukoB, B. 0. MccnegoBaHe MeToaoB 3alnThl ONepaLmMOHHbIX CUCTEM U AAHHbIX :
> OnekTpoHHoe y4yebHoe usgarue / B. KO. MenbHukos, E. K. Nyraye. — MI'TY nmeHun

" | H. 3. baymaHa, chakynereT «HpOpMaTuka n cuctembl ynpasneHuns», kadeapa
«KomnbloTepHble cucTembl U cetTuy». — 2017.

17. UHcpopMaLMOHHbIE TEXHOMOMMU, UCMOSb3yeMble Ans peanu3auum y4e6Hou
AUNCLUUNINHBI, BKITHOYasa nporpamMmmHoe obecnevyeHne u MHpopmMaLMOHHO-CNpaBOYHbIe
cucteMbl (Npy Heo6xoAMMOCTH)

Mpun peanusaumm QUCLMNINHBI MOTYT UCMONBb30BATLCS TEXHOSOMN 3NEKTPOHHOIO 00Yy4eHUs 1
ANCTaHUMOHHbIe 0bpa3oBaTenbHble TEXHOMOrMM Ha 6ase obpasoBaTenbHOro noprana «ANekTPOHHbIN
yHuBepcuteT BI'Y» no agpecy https://edu.vsu.ru, a Takke gpyrme AOCTYMNHbIE PECYpCbl CETU VIHTEpPHET.

18. MaTepnanbHO-TeXHU4YecKkoe obecnevyeHne AUCLUMNIIUHDbI:

JIao. 401

Kommnerorep RAMEC MTJI5-6400/8GB/500GB — 20 .

Kommyrarop HPJ9981A — 1 mir.

Kommnekc g npoBeaeHus JeKIUd, CEMUHAPOB U MTpe3eHTauuii — 1 mrT.
ITpoexTop Optoma W402 — 1mit.

Dkpan Cactus Wallscreen — 1 .

19. ®POHA OLEHOYHbIX CpeacTB

19.1. NepeyeHb KOMNETEHUUIN C yKa3zaHUeM 3TanoB (hOpMMPOBAHUSA U NNAaHUPYEMbIX
pe3ynbTaToB 00y4eHus

| Kon 1 cogepxatue | MnaHupyemble pesynsrathl | Oranbl hopmMrpoBaHUs | ®0OC




KoMneTeHuun (Mnm
ee yacTn)

00yyeHus (nokasatenu
AOCTWDKEHNS 3a4aHHOTO YPOBHSA
OCBOEHUS KOMMNETEHL MM
nocpeacTtsoM hopMmnpoBaHns
3HAHWN, YMEHWU, HABbIKOB)

KoMneTeHuun (pasgenbl (Tembl)
OVUCLMNANHBI UM MOAYNS U UX
HanMeHOBaHNe)

(cpeacTBa
OLlEHUBAHMSA)

Orl1K-3. CnocobeH
peliaTb
CTaHOapTHbIe
3agadn
npodeccnoHansHo
M 0eATenbHOCTN Ha
ocHoBe
MHOPMaLIMOHHOW
n
6ubnuorpaduryecko
N KynbTypbl C
NpUMEHeHMEeM
WMHOPMaLIMOHHO-
KOMMYHWKaLNOHHbI
X TEXHOIOIMN U C
Y4ETOM OCHOBHbIX
TpeboBaHu
MHOPMaLIMOHHOW
6e3onacHoCTK

OlK-3.1 PeanuayeT Ha npakTuke
NPUHLMMbI, METOAbI 1 CpeacTBa
pelleHns cTaHaapTHbIX 3agad
npodeccuoHarnbLHON
AeAaTenbHOCTU

1.2. MNoTokoBsble Wngpbl

1.3. BrioyHble wWndpsbl

1.4. Pexxumbl paboTbl 6noYHbIX
wndpos

1.5. AyTeHTudmkaLmsa coobLueHui
1.6. AyTeHTndmumpytoiee
wngposaHmne

1.7. TunoBble 3aga4n 3aLLnTbI
MHdopMaLnmn

YCTHbIN onpoc

Ol1K-3.2 Onnpaetcs Ha 3HaHue
OCHOBHbIX MHPOPMALMOHHbIX W
onbnuorpadnyecknx NCTOYHMKOB
npuv peLueHnn 3agad

3.2. lNoTokoBble WndpPbI

3.3. brnoyHble Wugpsbl

3.4. Pexxumbl paboTbl 6r104HbIX
wndpos

MpakTnyeckme
3agaHua 1-19

npodeccuoHarnbLHON 3.5. AyTeHTudpumkaumsa coobLueHui
AeATenbHOCTH 3.6. AyTeHTudpmumpytoilee
LwndpoBaHme
3.7. TunoBsble 3agayn 3aLLnThI
MHdopmMaLnn
Ol1K-3.3 Ucnonbayet 1.1. Kpuntorpadusa B uctopmm u YCTHbIN onpoc
COBPEMEHHbIE UHCTPYMEHTHI KynbType

aKkTyanusaumm nHdopmaumm o
cnocobax pelueHus 3agad
npodeccuoHanbHoOn
AesATeNbHOCTN Ha OCHOBE
NHOPMALIIOHHOM 1
Bubnuorpaduydeckon KyneTypbl

1.2. MNoTokoBble Wndpbl

1.3. Bno4Hble Wwndpsbl

1.4. Pexvmbl paboTbl 61104HbIX
wundgpos

1.5. AyTeHTudmkaums coobLleHni
1.6. AyTeHTudmumpyowlee

LwndpoBaHme

1.7. Tunosble 3aa4u 3aLUUThI

nHdopmaLmm
OrK-4 CnocobeH OlK-4.1 Pewaert 3agayu B 1.4. Pexxumbl paboTbl 6NoYHbIX YCTHbIN onpoc
yyacTeoBaTh B obnactu npodeccuoHansLHoONn Wwmndpos

pa3paboTke
CcTaH4apToB, HOPM
W NpaBus, a Takke
TEXHUYECKon
OOKYMeHTauumu,
CBSI3aHHOM C
npodeccnoHansHo
N AeATenbHOCTLIO.

OEATENbHOCTU, ONMpadAcCb Ha
3HaHWNA O CyLleCTBYOLWNX
CTaHOapTax, HopMax 1 npasunax

1.5. AyTeHTudmkaumsa coobLeHuni
1.6. AyTeHTudnumpyoulee
LwngposaHune

Or1K-4.2 BnageeT npuHumnamm
NPOEKTMPOBAHMSA TEXHNYECKON
AOKYMEHTaL MK, CTaH4apToOB, HOPM
1 npasun B obnacTu
npod)eccuoHarnbHON
OeaTenbHOCTH

3.2. lNoTokoBble WndpbI

3.3. brnoyHble Wundpsbl

3.4. Pexxumbl paboTbl 6r104HbIX
wndpos

3.5. AyteHTucpmkauusa coobieHumn
3.6. AyteHTuduumpyowlee
LwrdpoBaHme

MpakTnyeckme
3agaHusa 1-19

OlK-4.3 AHanuanpyet
Heo6X0aAMMOCTb CO3AaHMs HOBbIX
CTaHOapToB, HOPM U NpaBus B
obnacTtu npodeccunoHansHon
OEeATENbHOCTY

3.4. Pexxumbl paboTbl 61104HbIX
wndpos

3.6. AyteHTuduumpyowlee
wndposaHmne

MpakTnyeckue
3apaHua 1-19

Or1K-4.4 OnucbiBaeT 0cOGEHHOCTH
TEXHUYECKMX peLLeHnn B obnacTu
npodeccuoHarnbHoOn
AEeATENbHOCTU B AOKYMEHTaLUN

1.1. Kpuntorpadus B uctopmm u
KynbType

1.3. Bno4Hble wWndpsbl

1.7. TunoBble 3aga4un 3aLLnTbl
MHdopMaLnn

YCTHbIN onpoc

M poOMEXYyTO4Hada aTTecTaund

KM

19.2 OnucaHne KpuTepMeB M LLUKamNbl OLleHUBAHMA KOMNEeTeHUUN (pe3ynbTaToB 00yy4YeHus)
Npyu NPOMeXyTOYHOWN aTTecTaumum

| YpoBeHb




KpuTepumn oueHnBaHMs KOMAETEHL M copmmpoBaHHocTh | Lkana oueHok

KOMMETEHL NN
OO0yuaroLwmiica B NOMHOM Mepe BnageeT NOHATUAHLIM annapaTtom MoBbIWEHHbIN OTtnunyHo
NHGOpMaLMOHHOM 6e30nacHOCTM 1 KpunTorpadum, cnocobeH YPOBEHb

TeopeTMyeckn 000CHOBbLIBATb CTOMKOCTb KpUNTOrpadniecknx cnucTem,
MOXeT 060CHOBaTb OTBET NpuMepamu, bakTamu, CCbifikaMmm Ha
Hay4Hble UCCNEeAOBaHNA, YMEET NPUMEHATb TEOPETUYECKME 3HAHUS
ONSA peLleHns NpakTM4eckux 3agad, rotoB K NpakTU4EeCKOMY peLLeHno
3ajayv ANCUUNAUHBI C NCNOMb30BaHNEM COBPEMEHHbIX A3bIKOB
NPOrpaMMUpPOBaHUSA 1 ONEPaLMOHHbBIX CUCTEM.

Obyuvalowwmiica Bnageet NOHATUMHLIM annapaTtoM AMCUUNANHBI, 3HaeT | ba3oBbI ypoBeHb XopoLo
orpaHn4eHust n obnactb NPUMEHMMOCTM PacnpPOCTPaHEHHbIX
KpMNTocucTeM, XOTa 1 6e3 TeopeTnyeckoro 060CHOBaHUSA, HO B LLENIOM
rOTOB K MPUMEHEHUIO MOMYYEHHbIX 3HAHWI Ha NPAKTUKE.
OOGy4atowmicsa YacTUYHO BriageeT TEOPETUHECKUMU OCHOBaMK lMoporoBkIn ypoBeHb | YOoosne-
AVCUMNINHBI, MOXET NpaBWibHO BbIOpaTh NOOXOOAWNA AN peLleHnst TBOPUTENBHO
3agayn KpunTorpadmnyecKknii anropuTm, XoTs 1 6e3 getanbHbIX 3HaAHWI
O BHYTPEHHEM YCTPOWCTBE W YCNOBUSAX MPUMEHNMOCTMU.
OOGy4atowmincs 0eMOHCTPUPYET OTPbLIBOYHbIE, hparMeHTapHble - Heynosne-
3HaHuWs, gonyckaet rpybbie oLmnbKu. TBOPUTENBHO

19.3. TunoBble KOHTPOJIbLHbIE 3afaHUsA UMTN UHbIe MaTepuarbl, HeobxoauMble Ans
OLleHKU 3HaHUW, YMEHUW, HAaBbIKOB U (UNK) onbiTa A4EeATENIbHOCTU, XapaKTepusylowme
aTanbl (popMUpPOBaAHUA KOMMNETEHLMU B NpoLecce 0CBOEHUA obpa3oBaTefibHOMN
nporpammbi

19.3.1 lNepeveHb BONPOCOB K 9K3aMeHY:

Henu n 3anaun kpunrorpaduu. Knaccudukanun mudpocucrem.

Kparkas ncropus mm¢pos u kpunrorpadpuu. LLndpse! B murepaType 1 COBpEMEHHOH KYJIbTYpe.

OnHOPa30BbIi OJIOKHOT M TEOPETUKO-UH(POPMALIMOHHAsI KPUIITOCTOWKOCTS, ndp BepHama.

I'enepatopsl niceBnocnyuainoii gucen (I'TICY). Cratuctuueckue tectsl Ha ['TICY 1 KpunTOCTOMKOCTH

I'TICY. ITpumepst ['TICY, mpUroaHbIX M HENPUTOAHBIX JJISI KPUIITOCHCTEM.

Peanuzanus ataka «BcTpeun nmocepeanHa» Ha npumepe CSS.

CemaHTHYeCKasi KDUIITOCTOHKOCTD.

[onsarus nceaociydaitnoit pyukiun (IICD) u ncespocyuaiinoit nepecranosku (IICPD). KpuntocToitkocTs

[IC® u [ICII.

8. TloctpoeHre NOTOKOBOrO Mudpa Ha OCHOBE OJIOYHOTO.

9. Kparkas uctopus crangaprusanuu mugppoB DES u AES.

10. Certp Deiictens u e€ cBoiicTBa. Teopema o cToKoCTH TpEx3BeHHOH cetn DeiicTens.

11. MMocTtpoenne OI0YHOTO HMIH(Ppa HA OCHOBE TOTOKOBOTO.

12. Buytpennee ycrporictBo mmppoB DES u AES. M3BectHbie aTaku Ha DES u AES.

13. YcosepmencrBoannsie Bepcuu DES: mmdper 3DES u DESX.

14. TlousTHs O IMHEWHOM U AU PepeHIIMaTbHOM KPUIITOAHATN3E OJIOYHBIX MIH(POB

15. Araku o CTOPOHHMM KaHasiaM. J|eCTpyKTHBHbIE KOMIIMJISITOPHBIE ONITUMHU3AIINH.

16. CroiikocTh 0JI0YHBIX IUPPOB AJIsI JJTUHHBIX COOOIIECHHH.

17. Pexxum paboTsl 6109HOTO mIHdpa: «3IeKTpoHHas kogoBas kaura» (ECB).

18. Pexum padotsl 6104HOTO mdpa ¢ nerepmunnpoanHbiM cuétunkom CTR.

19. Pexxum paboTsl 6109HOTO mIHdpa ¢ 00paTHOU CBA3bI0 0 mHudppoTercTy (CBC).

20. PangomusupoBaHHbIe IIH(PHI KaK criocod npenorepamenus CPA-aTak.

21. Nannmammsupyroniue Bekropa (IV) n ogHOKpaTHO HCIoIb3yeMble ynciia (nonce) Kak CriocoObl
npenorepamienus CPA-arak.

22. TlapnuHr nocneaHero 0Jioka cooOIEeHUs MpH OJI09HOM MH(POBAHUH.

23. Tlpenens! 6e3omacHOro Ucnoib3oBaHus mudpos B pexkumax CTR n CBC.

24. KontponbHble cyMMBI, Koabl ayTeHTudukanun (MAC) u xem-gyHKIUHY 1 UX OTJIMYHUS IPYT OT ApyTa.

25. Kpunrorpaduueckas croiikocts MAC.

26. Tlocrpoenne MAC Ha ocHoBe [ICO.

27. Pacnpocrpanénnbie koHcTpykunu MAC Ha ocHoe [ICO: ECBC MAC.

28. Pacnipocrpanéunbie koHcTpykunu MAC Ha ocHose [ICD: NMAC.

29. Pacnipocrpanéunbie koncTpykuuu MAC Ha ocHoBe [ICD: PMAC.

30. IMagnuar nocneaHero 0JI0Ka Kak CPeICTBO MPOTUBOAEHCTBHUS aTakaM yUTHHEHHS COOOILCHHSI.

PwnNPE

Noo



31
32.
33.
34.
35.

36.
37.
38.
39.
40.
41.
42.
43.
44,
45,
46.

47.
48.
49.
50.
51.
52.
53.
54,

Omnpenenenne xem-QyHKui. Kommzun xenr-QyHKInuiA 1 uX CTOUKOCTD K KOJUTU3HSM.

[Mapangokc gHEH pOXKACHUS U MOKUCK XEUI-KOJUTU3UH ITOJTHBIM TIepedopoM.

Crpyktypa Mepkia-/lamropa kak cniocod mocTpoeHus Xenr-QyHKIAN JTHHHBIX COOOIECHHM.
TeopeMa 0 KOJUTH3HUSX MEPKII-IaMIOPOBBIX XeII-()yHKIIUH.

Crpykrypsl [IaBuca-Meliepa u Musirytu-IIpenens uist mocTpoeHus! OTHOCTOPOHHEH (DYHKIMU CKATUS JUIs
HCTIONB30BaHus B CTPyKType Mepkia-/lamropa.

HMAC kak crioco6 moctpoerrne MAC Ha OCHOBE XeIlI-()yHKITHIA.

Kparkwuit 0030p xenr-yHKIUH, HCIOIb3yEeMBIX B COBPEMEHHBIX MIN(PPOCUCTEMAX.

[NonsTue nenocTHOCTH MUGPOTEKCTa U ATAKU HA OCHOBE Noj00panHoro mudpotekcra (CCA).
udpst ¢ ayrenTudukanmeit (AE-mmmdpsr) kak cpencto npotuBoaericteus CCA.

[Ipumeps! cuTyanuii, B KOTOPHIX HeoOXoauMo uctoiab3oBaHue CCA-CTOMKUX MTU(PPOB.

Crioco6w1 moctpoerne AE-mmdpa npu momorm cummerpuaHoro mudppa u MAC.
AccomuunpoBanHble 1anHble AE-mmudpotekcta (AEAD). Ucnonb3oBanne AE-mmmdpor B TLS 1.2.
[IudpoBanue oTAETHHBIX (AKIOB U KaTAJIOTOB.

[TomHOTMCKOBOE MM (pOBaHUE.

KonTpoms mpaB mons30BaTeiel B MHOTOIIONB30BATEIECKIX OTIEPAIMOHHBIX CHCTEMaX.
WneHTudukaims, aBTopru3anus 1 ayTeHTH(HUKAIUS T0JIb30BaTeNCii B KOMIBIOTEPHBIX CETSIX M OHJIANH-
cepBHCax.

3alura ceTeBbIX MPOTOKOJIOB Ipu nomouu TLS.

Texnonoruu s coznanus VPN-cereit.

HudpactpykTrypa oTKphITHIX Kitoueit (PKI).

dusnueckue cpecTBa 3aIUThl HHPOPMaLUH.

IOpuanveckue cpeacTBa 3amnThl HHPOPMAIMKU: aBTOPCKOE U MATEHTHOE TPaBO.

IOpunndeckre cpencTa 3amuTh HHOOPMAIHH: PEKIM KOMMEPIECKOH TaifHbL.

3aKkoHBI 0 KpUNTOrpaduu B pa3HBIX CTpaHaX.

OTteuecTBEHHBIE KPUTITOTPAdUICCKUE aJITOPUTMEI.

19.3.2 lNepeyveHb NpakTUYeCcKnx 3agaHnn

©oNo G A~MLNE

el =
= O

12.
13.
14.
15.
16.
17.
18.
19.

MporpammHas peanusaums wudpa Liesaps.

MporpammHas peanusaums wudpa BuxeHepa.

B3nom wncpos NpocTon 3amMmeHbl Npu NOMOLLM YaCTOTHOrO aHanmaa.

ViccnegoBaHune CTaTUCTUYECKUX CBOMCTB JIMHENHOIO KOHIPYAHTHOrO reHepaTopa.
Ucnonb3oBaHue 6atapeun ctatnctnyeckmx Tectos dieharder ana tectuposanus IMCYH.
LLndpoBaHmne gannos npu NoOMOLLM KOHCOSTbHOW KOMaHabl openssl.

Wcnonb3oBaHue 6nbnmoteku Crypto++.

YckopeHue BblumcneHns AES npu nomoLLm MHCTPYKUMIA aesenc/aesenclast.
Peanusauns 6no4Horo wudgpoBaHus B pexmmax AES-128-CBC n AES-128-CTR.

. cnonb3oBaHWe MHCTPYMEHTOB KOMaHAHOM CTPOKU Linux Ans BbluMCNeHUs xeLl-pyHKLMIA channos.
. Ncnonb3osaHne moayns hashlib craHgapTHon 6ubnuotekn Python ans BeluncneHus xewwu-

dYHKUMIA.

Mounck konnuanm xew-dyHkumn MDS meTogom nonHoro nepebopa.
AyTeHTudunuupyowee wndposaHue coobuleHms npu nomowm Chacha20+Poly1305.
HacTtpowika nonHoamnckosoro wndposaHus npu nomowum Veracrypt.

HacTtpoiika nonHoguckosoro wudpoBaHus npu nomolum cryptsetup/LUKS.
YnpaBneHus npaBamMmu noribaoBaTernien npy NOMOLLN KOHCOMNbHbLIX KOMaHg Linux.
YnpaBneHue npaBaMu nNonb3oBaTtenen Npy NOMoLUmM rpynnosbix nonutuk Windows.
Hactporika VPN-cetn npu nomowm OpenVPN.

Hactpoiika VPN-ceTn npu nomowm Wireguard.

19.3.4 TecToBbIE 3a0aHUSA

19.3.4 lNepeyeHb 3agaHnin 4Nnst KOHTPOIbHbIX paboT

19.3.5 Tembl KypcoBbIx paboT

19.3.6 Tembl pechepaToB



19.4. MeToanyeckue matepuansl, onpegensmowme npoueaypbl OLLeHUBaAHUA 3HAHUN,
YMEHUN, HaBbIKOB U (UNK) ONbiTa AeATENbHOCTU, XapaKTepu3yLwWwmx 3Tanbl
¢opMmmpoBaHus KoMmneTeHL U1

OueHka 3HaHWI, YMEHWU N HABbIKOB, XapakTepuaytowas atanbl opMMpPOBaHUS KOMMNETEHLNA B pamKax
N3yYeHnsa ONCLMNITMHBI OCYLLLECTBISIETCS B XOAE TEKYLLEN U NPOMEXYTOYHON aTTeCTauun.

Tekywiaa artrectaumsi NpoBOAUTCA B COOTBETCTBMM C [lonoxeHMeM O TeKyllen aTtrectaumu
ofyyatoLmxcsa no nporpamMmmam BbicLeEro obpa3oBaHuMsi BOpPOHEXCKOro rocyaapCTBEHHONO YHUBEpPCUTETA.
Tekylwiasa aTTectauns NnpoBoaMTCcsa B hopMe TecTupoBaHus. Kputepum oLeHMBaHUS NpuBEAEHbI BbILLE.

MpomexyTouHast aTTectauMsi NPOBOAUTCA B COOTBETCTBUMM C [lONOXXEHMEM O MPOMEXYTOYHOM
aTTecTaumm oby4varoLwmxcsa no nporpaMmam BbiCLLIEro obpasoBaHus.

KOHTpOmnbHO-U3MepuTENbHbIE  MaTepuanbl  MPOMEXYTOYHOM  aTTecTauuMm  BkoYawT B cebs
TeopeTnyecKne BOMPOCHI, NO3BONAIOLLUME OLEHUTb YPOBEHb MOMYYEHHbIX 3HAHUN U NPaKTUYECKUe 3agaHus,
No3BONALMNE OLEHUTb CTeNEHb CHOPMNPOBAHHOCTU YMEHWUI N HABbLIKOB.

Mpn oueHMBaHMM MCMOMB3YHOTCA Ka4yeCTBEHHbIE LWKanbl OLEHOK. KpuTepun oueHMBaHUS NpuBELEHbl
BbiLLE.



